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Weaknesses in internal controls at the Naval ’

Sea Systems Command, including two ship- ,
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services to the command make them vulner- 114798
able to fraudulent acts as well as noninten-
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GAOQO believes that prevention is the key to
combating fraud and abuse in Government, and
that sound internal controls are the best means
of prevention. The Navy should strengthen in-
ternal controls and minimize the vulnerability
to fraud, waste, and abuse. This report is one
of a series GAO is issuing on its vulnerability
assessments of Federal agencies.
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COMPTROLLER GENERAL OF THE UNITED STATES
WASHINGTON D.C. 20548

B-202279

To the President of the Senate and the
Speaker of the House of Representatives

This report summarizes the results of our review of selected
Navy Department activities to assess their vulnerability to fraud,
waste, and abuse. It describes weaknesses we found in fiscal and
managerial controls over administrative activities at the Naval
Sea Systems Command and two other activities that provide services
to the command, and makes general and specific recommendations to
the Secretary of the Navy.

This is one of a series of reports we will issue on the vul-
nerability of selected Federal agencies and programs to fraud and
abuse. The review was undertaken by our Fraud Prevention Task
Force which was established to respond to growing public concern
over abuse and misuse of taxpayers' money.

Copies of this report are being sent to the Director of the
Office of Management and Budget, the Secretary of Defense, and the

Secretary of the Navy.

Acting Com troller General
of the United States






COMPTROLLER GENERAL'S WEAK INTERNAL CONTROLS MAKE
REPORT TO THE CONGRESS SOME NAVY ACTIVITIES VULNERABLE
TO FRAUD, WASTE, AND ABUSE

GAO believes the Navy activities it reviewed are
vulnerable to fraud, waste, and abuse because
their internal control systems are not function-
ing effectively. Although not aimed at finding
fraud, waste, or abuse, GAO's review nonetheless
disclosed unauthorized purchases, duplicate
payments, $5.8 million in receivables written
off without adequate justification, and related
problems--most of which could have been reduced
significantly through better internal controls.

This report is one of a series GAO is issuing
on its assessments of the vulnerability of Fed-
eral agencies to fraud, waste, and abuse. This
assessment covers the Naval Sea Systems Command,
including two shipyards, and two other activi-
ties which provide support services to the com-
mand. The purpose of our review was to deter-
mine whether the internal control systems of
these activities adequately protect Federal
funds and assets from fraud, waste, and abuse.
As evidenced by a related GAO study to be issued
in the near future, fraud does exist within the
Navy. The study showed that from January 1,
1977, to March 31, 1979, the Navy had 17,799
reported cases of fraud and illegal acts--the
largest number of any of 21 agencies included
in that study.

Good internal controls are the most effective
deterrent to fraud, embezzlement, and related
illegal acts. Internal controls are adopted by
an agency to safeguard assets, check the accu-
racy and reliability of accounting data, promote
operational efficiency, and encourage adherence
to prescribed management policies. These checks
can detect errors and make fraud and related il-
legal acts more difficult. Each Federal agency
is required to maintain adequate systems of in-
ternal control by the Budget and Accounting
Procedures Act of 1950.

Tear Sheet. Upon removal, the report AFMD—-81-30
cover date should be noted hereon.



BETTER INTERNAL CONTROLS ARE NEEDED

GAO found inadequate controls over several func-
tions at the Naval Sea Systems Command, two ship-
vards, and two activities that provide support
services. As a result a significant portion of
their funds may not be spent for purposes in-
tended. Specific weaknesses noted included:

--Inadequate controls over payroll at the Navy”‘(w
~Regional Finance Center and Norfolk and Dl Vv
Charleston shipyards which could result in
inaccuracies and irregularities. (See pp.

6-9.)

‘Qﬁﬁtakm

--Inadequate controls over blank and negotiable
U.S. Government checks at the Navy Regional
Finance Center which allow misuse. (See
pp. 2 and 10.)

--Poor security over computer facilities and
equipment at the Navy Regional Data Automa-
tion Center, Washington, D.C., and at Norfolk
and Charleston shipyards, which provides cppor-
tunities to manipulate computer programs oOr
files. (See pp. 11 and 12.)

~--Circumvention of procurement regulations at
the Naval Sea Systems Command resulting in
over $122,000 spent for unauthorized
purchases/leases. (See pp. 13-17.)

--Insufficient review of payment requests and
a lack of necessary checks of automated sys-
tem disbursements at the Navy Regional Finance
Center causing duplicate payments as high as
$1.2 million. (See p. 17.)

--A 7-month, $8 million backlog of accounts pay-
able at the Charleston shipyard as of Septem-
ber 30, 1979, that had not been reconciled to
supporting documentation to determine if only
legitimate invoices were paid. (See pp. 18-20.)

-~-Accounts receivable valued at about $5.8 mil-
lion at the Charleston shipyard written off
the general ledger from fiscal 1978 through
fiscal 1979, without adequate justification.
(See p. 21.)

-~Lack of basic controls at the Naval Sea Systems
Command over approving and processing employee
travel claims, and at Personnel Support Activi-
ties which pay the claims. (See pp. 21-24.)}
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GAO believes that (1) a lack of emphasis on in-
ternal controls makes the activities reviewed
vulnerable to fraud, waste, and abuse and (2)
immediate corrective action is necessary to re-
duce the risk.

IMPROVEMENTS ARE NEEDED IN INTERNAL AUDIT

An agency's internal audit and review effort is
critical for effective management and serves as
an important element of internal control. Man-
agers rely on auditors to provide assurance,
through audits, that all agency tasks and func-
tions are controlled and are carried out legally
and correctly.

In analyzing the effectiveness of Navy audit ef-
forts and of the actions taken to correct audit
findings, GAO found that Navy internal audit re-
ports do not always identify the underlying cause
of audit findings and the reasons for noncompli-
ance with regulations; too few staff members are
assigned to internal auditing and review func-
tions to review all activities at recommended
intervals; and internal audit personnel do not
participate in automated data processing plan-
ning. (See pp. 25-29.)

PROPOSED LEGISLATION

GAO believes that internal controls can be made
[more effective by strengthening existing law.
The Congress is considering two bills that would
require greater accountability by heads of Fed-
eral agencies for the effectiveness of their
organizations' systems of internal financial
control, thereby strengthening the accountabil-
ity aspects of the Accounting and Auditing Act
of 1950.

The Financial Integrity Act of 1981 (H.R. 350,
97th Cong.) would require agency heads to under-
take annual evaluations of their organizations'
internal control systems and report the results
of such evaluations to the Congress and the
President. The Federal Managers' Accountability
Act of 1981 (H.R. 1526, 97th Cong.) would require
(1) evaluations and reports on the adequacy of
the systems of internal accounting and admini-
strative control of each executive agency and

(2) the head of each agency to include, with the
request for appropriations, a statement certifying
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that the request is based upon an accounting system
that has been approved by the Comptroller General.

GAO would participate in the process by provid-
ing guidance for conducting the examinations and
by reviewing the results. GAO believes both
pieces of legislation would contribute to the
development of adequate internal control systems
in the Navy. Our experience is that internal
control systems require a commitment from top
management and consistent vigilance to be effec-
tive. Therefore we support legislation of this
nature and believe it will definitely help bring
about such commitment and vigilance.

CONCLUSIONS AND RECOMMENDATIONS

The Navy's insufficient emphasis on internal
controls at the activities GAO reviewed indi-
cates that other activities and shipyards also
may be vulnerable to fraud, waste, and abuse.

At most locations GAO visited, internal controls
can be strengthened at little or no additional
cost.

GAO recommends that the Secretary of the Navy
more vigorously enforce requirements for ade-
quate systems of internal control by:

--Emphasizing to managers at all levels the im-
portance of controlling tasks and functions for
which managers are responsible and accountable.

--Establishing a central internal control offi-
cer to oversee these controls and ensure that
each command and major location establish its
own officer to see that (1) improvements are
made to correct the problems GAO found and
(2) surveillance is constantly maintained to
prevent their recurrence.

--Requiring proper segregation of payroll func-
tions at the Navy Regional Finance Center so
that no one person can handle all phases of a
transaction. (See p. 7.)

--Improving other controls over payroll at the
Naval Sea Systems Command headquarters and the
shipyards, such as requiring (1) control totals
to be predetermined when source documents are
prepared, (2) personnel offices to be informed
by the payroll staff of actions processed to
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payroll files, and (3) frequent reconciliation
of payroll and personnel files. (See pp. 6-9.)

--Directing all installations to assign an auto-
mated data processing security officer, imple-
ment a security training program, and restrict
access to computer equipment, computer tapes,
and system documentation. (See pp. 11 and 12.)

--Directing the Naval Sea Systems Command to
implement procedures for (1) expediting the
processing of requests for office equipment,
(2) performing internal reviews of contract
overhead charges to ensure that only auth-
orized items are charged, (3) reviewing the
contract and funding documents used in acquir-
ing office equipment to ensure that charges
are proper and accounted for, and (4) pro-
viding specific detailed guidelines on the use
of funding documentation. (See pp. 13-17.)

--Ensuring that the Navy Regional Finance Center
improves its review of payment requests and
automated system edits by thoroughly examining
documentation supporting expenditures before
making payments, and by ensuring that the more
sophisticated computerized system being designed
(see p. 18) requires that an adequate number
of invoice elements match to preclude dupli-
cate payments. (See pp. 17 and 18.)

-=-Requiring the Charleston shipyard to match
payments to supporting documentation and to
properly classify accounts receivable so that
they are collected promptly. (See p. 21.)

-~Improving controls over travel at the Naval
Sea Systems Command headquarters by (1) re-
quiring appropriate officials to approve
travel, (2) seeing that travel advances are
liquidated promptly and that claims are prop-
erly reviewed, and (3) ensuring that managers
receive reports containing the information
they need for controlling and planning travel
expenditures. (See pp. 21 and 23.)

--Requiring the Charleston shipyard to improve
its control over travel by addressing the
weaknesses identified in this report. (See
pp. 23 and 24.)
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--Making internal audits more effective by (1)
reassessing staffing priorities to adequately
emphasize internal auditing and reviewing func-
tions at all levels of command in light of de-~
creasing size and other factors that make Navy
activities more vulnerable to fraud, waste,
and abuse, (2) requiring internal audit parti-
cipation in the design, development, and test
phases of a new computer system to ensure that
factors to enhance auditability, audit trails,
security, and quality output are designed and
developed into new systems, and (3) requiring
internal audits to identify underlying causes
of problems uncovered so that action can be
taken to prevent recurrence. (See pp. 25-29.)

AGENCY COMMENTS AND GAO'S EVALUATION

The Department of Defense provided extensive com-
ments on this report. It agreed with 7 of the

11 recommendations and has initiated or promised
to take corrective action on 5 OE these 7. It
disagreed with the remaining four recommendations
because it contends that existing controls are
adequate. Apart from the recommendations, the
Department expressed concern about the title
(subsequently revised) and the failure of the
report to place the findings in perspective to
the size, mission, and resources administered

by the Naval Sea Systems Command.

GAO has carefully evaluated the Department's
lengthy comments and, where appropriate, has
revised the body of the report to clarify spe-
cific points or to update information provided.
However, GAO's basic position remains unchanged;
namely, that a need exists for stronger internal
controls, the recommendations are valid, and
they should be implemented promptly. (See app.
I1.)
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CHAPTER 1

INTRODUCTION

The General Accounting Office created a Special Task Force
for the Prevention of Fraud and Abuse in response to growing public
concern about abuses and misuses of taxpayer money. This report,
concerning selected Navy Department activities, is one of a series
of reports we will issue on the basis of a new audit approach re-
ferred to as a vulnerability assessment.

DESCRIPTION OF VULNERABILITY ASSESSMENTS

Vulnerability assessments are designed to show the suscepti-
bility of Government agency programs to fraud and other illegal
acts by evaluating the adequacy of internal controls. In a broad
sense, internal controls are all methods adopted by an agency to
safeguard assets, check the accuracy and reliability of accounting
data, promote operational efficiency, and encourage adherence to
prescribed management policies. Management controls are the pro-
cedures used by operating groups, rather than financial and ac-
counting groups, that are concerned with the decision processes
leading to management's authorization of transactions. Internal
and management controls are not necessarily mutually exclusive
because the procedures and records used for management control may
also be necessary for internal accounting control.

A good system of internal control can discourage and minimize
fraud, waste, and abuse because of two important features--(1) the
separation of duties within the system and (2) procedures that
govern the authorization, preparation, review, and flow of all
transactions through the system. Thus, to succeed in abusing Fed-
eral programs or in defrauding an organization having sound inter-
nal controls, it is usually necessary for an individual to have
the help of others.

Supervisors must play an active role in reviewing operations
to ensure that controls exist and are working properly. They can-
not rely only on auditors to detect weaknesses or abuses of control
systems because audits normally deal with only a small number of
transactions that have already transpired.

Because of the importance of good financial management sys-
tems that rely heavily on good internal controls, we have issued
several publications on this subject. One of the most important
is the Policy and Procedures, Manual for Guidance of Federal Agen-
cies. This manual contains accounting principles and standards
prescribed by the Comptroller General--principles and standards
relating to the development, installation, and operation of that
part of an agency's financial management system that concerns fis-
cal operations, and guidelines and principles for agencies' inter-
nal auditing efforts. Several other documents have been issued
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of each executive agency responsible for establishing and main-
taining adequate systems of accounting and internal control. More
recently, the Congress passed legislation which established In-
spectors General in many executive agencies and departments.

In a related GAO study to be issued soon, we found that fraud
does exist within the Navy. The study showed that from January 1,
1977, to March 31, 1979, the Navy had 17,799 reported cases of
fraud and illegal acts--the largest number of any of 21 agencies
inciuded in that study.

PURPOSE AND PROGRAMS OF NAVY
ACTIVITIES REVIEWED

The Naval Sea Systems Command (NAVSEA), which is the largest
activity of the Naval Material Command and incurred obligations
of $8 billion during fiscal 1980, is responsible for

--the research, development, procurement, logistic support,
and other functions for ships and craft, shipboard weapon
systems, airlaunched mines and torpedos, shipboard compon-
ents such as propulsion (including nuclear), power generat-
ing, sonar, search radar, and auxiliary equipment;

--procurement, technical guidance, and supervision of opera-
tions related to salvage of stranded and sunken ships and
craft; and

--central technical authority for ship and nuclear power
safety; explosives, propellants, and actuating components;
and explosive safety and explosive ordinance disposal.

The Navy Regional Finance Center (NRFC), Washington, D.C.,
among other things processed payroll and other NAVSEA disburse-
ments. In fiscal 1979 NRFC disbursed approximately $2.3 billion
to vendors in payment of equipment, materials, supplies, and serv-
ices. Also in fiscal 1979, NRFC disbursed over $779 million for
military payrolls, civilian payrolls, and travel claims. NRFC
uses two automated systems to process the payments: the Automated
Payment Voucher and the Integrated Disbursing and Accounting sys-
tems.

There are six regional data processing centers called Navy
Regional Data Automation Centers (NARDACs). One is located in the



















































































































































































































































